Building Linux’
Virtual Private
Networks

Building Linux Virtual Private Networks
(VPNSs)

By Oleg Kolesnikov, Bri Hatch

Read Online ©

Building Linux Virtual Private Networks (VPNs) By Oleg Kolesnikov, Bri
Hatch

Building Linux Virtual Private Networks (VPNS) covers the most popular VPN
technologies available for the Linux platform. In the early chapters the theory
behind VPNs s discussed, including needs and uses. Common network and host
configurations are also covered. Subsequent chapters drill down into the
implementation and configuration of specific software packages. Specific,
detailed instructions are included as well as troubleshooting information. This
book will be an indispensabl e resource for anyone who wants to implement a
Linux-based VPN. This book will meet the needs of anyone, from the Linux user
to the experienced administrator to the security professional.

--Oleg Kolesnikov
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Building Linux Virtual Private Networks (VPNS) covers the most popular VPN technologies available for the
Linux platform. In the early chapters the theory behind VPNSs s discussed, including needs and uses.
Common network and host configurations are also covered. Subsequent chapters drill down into the
implementation and configuration of specific software packages. Specific, detailed instructions are included
aswell as troubleshooting information. This book will be an indispensable resource for anyone who wantsto
implement a Linux-based VPN. This book will meet the needs of anyone, from the Linux user to the
experienced administrator to the security professional.

--Oleg Kolesnikov
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Editorial Review

Amazon.com Review

A virtual private network (VPN) enables computers to access remote resources--like the mail store on
another office's mail server--from a geographically remote location. Rather than access the files over a
private (and expensive) wide area network (WAN) link, however, a VPN makes its data transmissions across
the open Internet. The magic isin making the communications secure, a critical job that requires atunneling
protocol that implements encryption. Building Linux Virtual Private Networks shows you how to set up
VPNs without spending alot of money, and without compromising ease of use or security. Oleg Kolesnikov
and Brian Hatch emphasize network-to-network connectivity--fixed links between sites--rather than
network-to-client connections. They show you how to use Linux to build a secure system of permanent--yet
virtual--data links. There's coverage, for example, of the POPToP daemon for handling Point-to-Point
Tunneling Protocol (PPTP), but there's no coverage of non-Linux clients with which to connect it.

There's a nice balance of managerial information (useful for justifying a VPN, and aLinux onein particular,
to your boss) and technical details in these pages. Each of the covered packages gets nice documentation,
complete with listings of configuration files and explicit statements of console input and output. --David
Wall

Topics covered: Packages designed to enable VPNs between Linux gateways. Software oriented toward
standard protocols (PPP-over-SSH, PPP-over-SSL, 1Psec, and PPTP) as well as nonstandard ones (VTun,
clPe, and tinc). Lots of coverage goes to FreeS'WAN and ppp-mppe.

From the Back Cover

Building Linux Virtual Private Networks (VPNSs) focuses on showing you how to get your Linux VPN up and
running as quickly as possible. Y ou will learn VPN theory and fundamentals and will master important
techniques and tools needed to design and set up your VPN in areliable, secure, and cost-effective fashion.

This book offers concise, step-by-step instructions for building VPNs based on both standard protocols
(IPsec, SSL, SSH, PPTP) and popular Linux VPN solutions (VTun, clPe, tinc). Through numerous examples
and proven practices, you will gain important insights into choosing a VPN solution, installing and
configuring it, setting up routing, configuring firewalls, measuring performance, and much more.

About the Author

Oleg Kolesnikov received his B.S. from the Georgia Institute of Technology. He has been doing research in
information security at Georgia Tech and the Berkeley Lab, focusing on network security, cryptography, and
secure protocols.

Bri Hatch is chief hacker at Onsight, Inc. Heisthe lead author of the bestselling book Hacking Linux
Exposed (McGraw Hill) and is the co-maintainer of Stunnel, an open source, secure SSL wrapper used
around the world to encrypt cleartext protocols.



Users Review
From reader reviews:
Jennifer Perez:

In this 21st centuries, people become competitive in each way. By being competitive today, people have do
something to make these people survives, being in the middle of the particular crowded place and notice by
simply surrounding. One thing that sometimes many people have underestimated it for awhileis reading.

Y ep, by reading a e-book your ability to survive improve then having chance to remain than other is high. To
suit your needs who want to start reading any book, we give you this Building Linux Virtual Private
Networks (VPNs) book as beginner and daily reading e-book. Why, because this book is usually more than
just abook.

Amanda Mathis;

Hey guys, do you wants to finds a new book to read? May be the book with the title Building Linux Virtual
Private Networks (VPNSs) suitable to you? The book was written by popular writer in this era. The actual
book untitled Building Linux Virtual Private Networks (VPNSs)is asingle of several books which everyone
read now. Thisbook wasinspired alot of peoplein the world. When you read this e-book you will enter the
new way of measuring that you ever know just before. The author explained their ideain the simple way,
thus all of people can easily to be aware of the core of this e-book. This book will give you alot of
information about this world now. To help you see the represented of the world on this book.

Arthur Pineda:

Reading a guide can be one of alot of exercise that everyone in the world loves. Do you like reading book
so. There are alot of reasons why people loveit. First reading a e-book will give you alot of new
information. When you read a guide you will get new information since book is one of various ways to share
the information or their idea. Second, examining a book will make a person more imaginative. When you
studying a book especialy tale fantasy book the author will bring someone to imagine the story how the
figures do it anything. Third, you can share your knowledge to other individuals. When you read this
Building Linux Virtual Private Networks (VPNSs), you could tells your family, friends and also soon about
yours reserve. Y our knowledge can inspire the others, make them reading a book.

Shirley Martins:

In thistime globalization it isimportant to someone to find information. The information will make someone
to understand the condition of the world. The health of the world makes the information quicker to share.

Y ou can find alot of recommendations to get information example: internet, magazine, book, and soon. Y ou
will observe that now, alot of publisher this print many kinds of book. The particular book that
recommended to you is Building Linux Virtual Private Networks (VPNS) this e-book consist alot of the
information from the condition of this world now. This particular book was represented just how can the
world has grown up. The terminology styles that writer make usage of to explain it is easy to understand. The
particular writer made some exploration when he makes this book. Honestly, that is why this book



appropriate all of you.
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