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Practice the Computer Security Skills You Need to Succeed!

40+ lab exercises challenge you to solve problems based on realistic case●

studies
Step-by-step scenarios require you to think critically●

Lab analysis tests measure your understanding of lab results●

Key term quizzes help build your vocabulary●

Labs can be performed on a Windows, Linux, or Mac platform with the use of●

virtual machines

In this Lab Manual, you'll practice

Configuring workstation network connectivity●

Analyzing network communication●

Establishing secure network application communication using TCP/IP●

protocols
Penetration testing with Nmap, metasploit, password cracking, Cobalt Strike,●

and other tools
Defending against network application attacks, including SQL injection, web●

browser exploits, and email attacks
Combatting Trojans, man-in-the-middle attacks, and steganography●

Hardening a host computer, using antivirus applications, and configuring●

firewalls
Securing network communications with encryption, secure shell (SSH), secure●

copy (SCP), certificates, SSL, and IPsec
Preparing for and detecting attacks●

Backing up and restoring data●

Handling digital forensics and incident response●

Instructor resources available:

http://mbooknom.men/go/best.php?id=0071836551
http://mbooknom.men/go/best.php?id=0071836551
http://mbooknom.men/go/best.php?id=0071836551


This lab manual supplements the textbook Principles of Computer Security,●

Fourth Edition, which is available separately
Virtual machine files●

Solutions to the labs are not included in the book and are only available to●

adopting instructors
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Editorial Review

About the Author

Vincent Nestler, Ph.D. (San Bernadino, CA), visiting professor of network security at California State
University, San Bernadino, is an instructional design expert with 10 years of experience developing security-
related labs.

Keith Harrison, Ph.D. (San Antonio, TX), is the lead developer of the Collegiate Cyber Defense
Competition (CCDC) Scoring Engine, and the CyberPatriot Competition System (CCS) Scoring Engine.

Matthew Hirsch (New York, NY) has worked in the information security operations group for a large
financial firm, data distribution for Deutsche Bank and Sanwa Securities, and systems / network
administration for Market Arts Software.

Wm. Arthur Conklin, Ph.D., CompTIA Security+, CISSP (Houston, TX) is an assistant professor in the
Information and Logistics Technology Department at the University of Houston.

Users Review

From reader reviews:

James Bauer:

Book is to be different for each grade. Book for children right up until adult are different content. As we
know that book is very important for us. The book Principles of Computer Security Lab Manual, Fourth
Edition (Osborne Reserved) has been making you to know about other understanding and of course you can
take more information. It is very advantages for you. The guide Principles of Computer Security Lab
Manual, Fourth Edition (Osborne Reserved) is not only giving you far more new information but also for
being your friend when you really feel bored. You can spend your spend time to read your reserve. Try to
make relationship with all the book Principles of Computer Security Lab Manual, Fourth Edition (Osborne
Reserved). You never sense lose out for everything in the event you read some books.

Brandi Huff:

The event that you get from Principles of Computer Security Lab Manual, Fourth Edition (Osborne
Reserved) is the more deep you searching the information that hide inside words the more you get serious
about reading it. It doesn't mean that this book is hard to be aware of but Principles of Computer Security
Lab Manual, Fourth Edition (Osborne Reserved) giving you joy feeling of reading. The author conveys their
point in specific way that can be understood simply by anyone who read that because the author of this e-
book is well-known enough. This specific book also makes your current vocabulary increase well. That
makes it easy to understand then can go along, both in printed or e-book style are available. We suggest you
for having that Principles of Computer Security Lab Manual, Fourth Edition (Osborne Reserved) instantly.



Anthony Rouse:

Principles of Computer Security Lab Manual, Fourth Edition (Osborne Reserved) can be one of your basic
books that are good idea. We recommend that straight away because this publication has good vocabulary
which could increase your knowledge in vocab, easy to understand, bit entertaining but delivering the
information. The writer giving his/her effort to get every word into enjoyment arrangement in writing
Principles of Computer Security Lab Manual, Fourth Edition (Osborne Reserved) yet doesn't forget the main
position, giving the reader the hottest along with based confirm resource information that maybe you can be
among it. This great information could drawn you into fresh stage of crucial pondering.

Tanya McGaha:

Reading a book for being new life style in this yr; every people loves to go through a book. When you study
a book you can get a large amount of benefit. When you read publications, you can improve your knowledge,
because book has a lot of information onto it. The information that you will get depend on what types of
book that you have read. If you would like get information about your review, you can read education books,
but if you act like you want to entertain yourself you are able to a fiction books, these kinds of us novel,
comics, and also soon. The Principles of Computer Security Lab Manual, Fourth Edition (Osborne Reserved)
offer you a new experience in reading through a book.
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