
XBOX 360 Forensics: A Digital Forensics
Guide to Examining Artifacts

By Steven Bolt

XBOX 360 Forensics: A Digital Forensics Guide to Examining Artifacts By
Steven Bolt

XBOX 360 Forensics is a complete investigation guide for the XBOX game
console. Because the XBOX 360 is no longer just a video game console - it
streams movies, connects with social networking sites and chatrooms, transfer
files, and more - it just may contain evidence to assist in your next criminal
investigation. The digital forensics community has already begun to receive
game consoles for examination, but there is currently no map for you to follow as
there may be with other digital media. XBOX 360 Forensics provides that map
and presents the information in an easy-to-read, easy-to-reference format.

This book is organized into 11 chapters that cover topics such as Xbox 360
hardware; XBOX LIVE; configuration of the console; initial forensic acquisition
and examination; specific file types for Xbox 360; Xbox 360 hard drive; post-
system update drive artifacts; and XBOX Live redemption code and Facebook.

This book will appeal to computer forensic and incident response professionals,
including those in federal government, commercial/private sector contractors,
and consultants.

Game consoles are routinely seized and contain evidence of criminal activity●

Author Steve Bolt wrote the first whitepaper on XBOX investigations●
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Editorial Review

Review

"A very timely reference for forensic examiners, with a wealth of tools and processes for all aspects of the
Xbox console. The author takes a unique approach of not just relaying details, but guiding the reader along
a forensic adventure to explore the Xbox 360."--Brian Baskin, Senior Consultant, cmdLabs

"Xbox 360 Forensics is a handy reference and a good introduction…. [T]his book is not a simple step-by-
step walkthrough but a very good starting point for the reader’s own forensic investigations."--Computers
and Security

From the Back Cover

Because the XBOX 360 is no longer just a video game console ? it streams movies, connects with social
networking sites and chatrooms, transfer files, and more ? it just may contain evidence to assist in your next
criminal investigation. The digital forensics community has already begun to receive game consoles for
examination, but there is currently no map for you to follow as there may be with other digital media. XBOX
360 Forensics provides that map and presents the information in an easy to read, easy to reference format,
from the author of the first whitepaper on XBOX investigations. As cyber crime continues to plague society
the need for the cyber crime investigative community to have resources to call upon to assist them in their
examinations is imperative.

About the Author
Steven Bolt is currently a Sr. Incident Response and Forensics Team Leader for a global corporation.
Previously he worked as a Security Operations Center Manager and as a Computer Forensics Leader,
Instructor and course developer at the Defense Cyber Investigations Training Academy. He holds several
industry certifications.

Users Review

From reader reviews:

Carl Yeates:

What do you think about book? It is just for students as they are still students or it for all people in the world,
the particular best subject for that? Only you can be answered for that problem above. Every person has
several personality and hobby for every single other. Don't to be pushed someone or something that they
don't need do that. You must know how great in addition to important the book XBOX 360 Forensics: A
Digital Forensics Guide to Examining Artifacts. All type of book is it possible to see on many resources.
You can look for the internet options or other social media.



Shameka Nye:

Reading a publication tends to be new life style with this era globalization. With reading you can get a lot of
information which will give you benefit in your life. Along with book everyone in this world could share
their idea. Textbooks can also inspire a lot of people. Lots of author can inspire their reader with their story
or even their experience. Not only the storyplot that share in the publications. But also they write about the
information about something that you need instance. How to get the good score toefl, or how to teach
children, there are many kinds of book that exist now. The authors in this world always try to improve their
talent in writing, they also doing some research before they write to the book. One of them is this XBOX 360
Forensics: A Digital Forensics Guide to Examining Artifacts.

Victor Green:

As we know that book is significant thing to add our information for everything. By a guide we can know
everything we want. A book is a pair of written, printed, illustrated or blank sheet. Every year has been
exactly added. This guide XBOX 360 Forensics: A Digital Forensics Guide to Examining Artifacts was
filled with regards to science. Spend your spare time to add your knowledge about your science competence.
Some people has several feel when they reading a book. If you know how big benefit from a book, you can
truly feel enjoy to read a publication. In the modern era like today, many ways to get book that you simply
wanted.

David Whetstone:

That book can make you to feel relax. This particular book XBOX 360 Forensics: A Digital Forensics Guide
to Examining Artifacts was colorful and of course has pictures around. As we know that book XBOX 360
Forensics: A Digital Forensics Guide to Examining Artifacts has many kinds or category. Start from kids
until teenagers. For example Naruto or Detective Conan you can read and believe that you are the character
on there. Therefore , not at all of book are make you bored, any it makes you feel happy, fun and rest. Try to
choose the best book for yourself and try to like reading in which.
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