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This much-anticipated revision, written by the ultimate group of top security●

experts in the world, features 40 percent new content on how to find security
holes in any operating system or application
New material addresses the many new exploitation techniques that have been●

discovered since the first edition, including attacking "unbreakable" software
packages such as McAfee's Entercept, Mac OS X, XP, Office 2003, and Vista
Also features the first-ever published information on exploiting Cisco's IOS,●

with content that has never before been explored
The companion Web site features downloadable code files●
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Editorial Review

From the Back Cover
The black hats have kept up with security enhancements. Have you?

In the technological arena, three years is a lifetime. Since the first edition of this book was published in 2004,
built-in security measures on compilers and operating systems have become commonplace, but are still far
from perfect. Arbitrary-code execution vulnerabilities still allow attackers to run code of their choice on your
system—with disastrous results.

In a nutshell, this book is about code and data and what happens when the two become confused. You'll
work with the basic building blocks of security bugs—assembler, source code, the stack, the heap, and so on.
You'll experiment, explore, and understand the systems you're running—and how to better protect them.

Become familiar with security holes in Windows, Linux, Solaris, Mac OS X, and Cisco's IOS●

Learn how to write customized tools to protect your systems, not just how to use ready-made ones●

Use a working exploit to verify your assessment when auditing a network●

Use proof-of-concept exploits to rate the significance of bugs in software you're developing●

Assess the quality of purchased security products by performing penetration tests based on the information●

in this book
Understand how bugs are found and how exploits work at the lowest level●

About the Author
Chris Anley is a founder and director of NGSSoftware, a security software, consultancy, and research
company based in London, England. He is actively involved in vulnerability research and has discovered
security flaws in a wide variety of platforms including Microsoft Windows, Oracle, SQL Server, IBM DB2,
Sybase ASE, MySQL, and PGP.

John Heasman is the Director of Research at NGSSoftware. He is a prolific security researcher and has
published many security advisories in enterprise level software. He has a particular interest in rootkits and
has authored papers on malware persistence via device firmware and the BIOS. He is also a co-author of The
Database Hacker’s Handbook: Defending Database Servers (Wiley 2005).

Felix “FX” Linder leads SABRE Labs GmbH, a Berlin-based professional consulting company specializing
in security analysis, system design creation, and verification work. Felix looks back at 18 years of
programming and over a decade of computer security consulting for enterprise, carrier, and software vendor
clients. This experience allows him to rapidly dive into complex systems and evaluate them from a security
and robustness point of view, even in atypical scenarios and on arcane platforms. In his spare time, FX works
with his friends from the Phenoelit hacking group on different topics, which have included Cisco IOS, SAP,
HP printers, and RIM BlackBerry in the past.

Gerardo Richarte has been doing reverse engineering and exploit development for more than 15 years non-
stop. In the past 10 years he helped build the technical arm of Core Security Technologies, where he works
today. His current duties include developing exploits for Core IMPACT, researching new exploitation
techniques and other low-level subjects, helping other exploit writers when things get hairy, and teaching
internal and external classes on assembly and exploit writing. As result of his research and as a humble thank



you to the community, he has published some technical papers and open source projects, presented in a few
conferences, and released part of his training material. He really enjoys solving tough problems and reverse
engineering any piece of code that falls in his reach just for the fun of doing it.

Users Review

From reader reviews:

Jennifer McMorris:

The feeling that you get from The Shellcoder's Handbook: Discovering and Exploiting Security Holes may
be the more deep you searching the information that hide inside words the more you get serious about
reading it. It does not mean that this book is hard to recognise but The Shellcoder's Handbook: Discovering
and Exploiting Security Holes giving you thrill feeling of reading. The article writer conveys their point in a
number of way that can be understood through anyone who read the item because the author of this
publication is well-known enough. This book also makes your own vocabulary increase well. Making it easy
to understand then can go along, both in printed or e-book style are available. We advise you for having this
particular The Shellcoder's Handbook: Discovering and Exploiting Security Holes instantly.

Mary Davis:

Precisely why? Because this The Shellcoder's Handbook: Discovering and Exploiting Security Holes is an
unordinary book that the inside of the reserve waiting for you to snap this but latter it will jolt you with the
secret this inside. Reading this book next to it was fantastic author who else write the book in such amazing
way makes the content within easier to understand, entertaining way but still convey the meaning
completely. So , it is good for you for not hesitating having this any longer or you going to regret it. This
phenomenal book will give you a lot of benefits than the other book have got such as help improving your
proficiency and your critical thinking technique. So , still want to postpone having that book? If I ended up
you I will go to the publication store hurriedly.

Kim Phillips:

As we know that book is vital thing to add our know-how for everything. By a book we can know everything
we would like. A book is a pair of written, printed, illustrated or even blank sheet. Every year was exactly
added. This book The Shellcoder's Handbook: Discovering and Exploiting Security Holes was filled in
relation to science. Spend your free time to add your knowledge about your scientific research competence.
Some people has distinct feel when they reading some sort of book. If you know how big benefit from a
book, you can truly feel enjoy to read a publication. In the modern era like right now, many ways to get book
which you wanted.

Gerald Reed:

That e-book can make you to feel relax. This kind of book The Shellcoder's Handbook: Discovering and
Exploiting Security Holes was bright colored and of course has pictures around. As we know that book The
Shellcoder's Handbook: Discovering and Exploiting Security Holes has many kinds or category. Start from



kids until teens. For example Naruto or Private investigator Conan you can read and believe that you are the
character on there. So , not at all of book are make you bored, any it makes you feel happy, fun and chill out.
Try to choose the best book to suit your needs and try to like reading this.
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